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EXECUTIVE SUMMARY

In June 2008 a diverse group of representatives from technology companies, child advocacy and parents’
groups, educators, health researchers and policymakers gathered in Washington, DC to begin work on a
set of recommendations for best practices that participants in the Internet industry could adopt to help
keep children safe and smart when online. The result of the year-long effort is the report
PointSmart.ClickSafe: Task Force Recommendations for Best Practices for Online Safety and Literacy.

During the course of its work, the task force recognized, explored and considered a number of insights
relating to child online safety including: the existence of an “ecosystem” of shared responsibility for child
safety; the challenges to managing online risks; and the limitations of current technology and public
policy for implementing online safety features. The task force also recognized the many existing and
useful best practices that are already being employed by many companies in the Internet industry, as well
as the work being done by a variety of other groups seeking to provide enhancements to online safety,
such as the Internet Safety Technical Task Force convened by the Berkman Center for Internet & Society
at Harvard University, and the extensive work that has already taken place in the United Kingdom by Dr.
Tanya Byron and by the U.K. Home Office. The PointSmart.ClickSafe. Task Force worked to harmonize

all these existing elements as it worked to develop its best practice recommendations.

In order to maximize harmonization, the PointSmart.ClickSafe. recommendations for best practices are
designed to span all sectors of the Internet industry and are intended to be applied selectively based on a
company’s role and the types of services it offers that a child might use or with which he or she might
come into contact. Embracing a child-centered perspective, the PointSmart.ClickSafe. best practice
recommendations address three separate, but overlapping, categories of children’s online experience —
before they go online, during a child’s online activities, and when problems arise — and recommend best
practices for each of these stages. In addition, the task force recommendations recognize that a singular
focus on safety is insufficient and that children need to learn digital and media literacy skills to help them

think more critically about their activities and the online content they consume and, increasingly, create.

While the centerpiece of the task force’s work has been to develop the recommendations for best practices

that companies within the Internet industry can implement, it also recognizes that while the issue of
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online safety — like the Internet itself — spans many audiences, stakeholder groups, and jurisdictions, most
Internet safety efforts have been both fragmented and granulized to the local level where there is often a
significant lack of coordination and resources. More coordination at the national level supplemented with
adequate resource development is needed. To this end, the task force recommends that policymakers

consider the following steps:

e Expanding online safety efforts to emphasize online smarts, through digital media literacy and
education programs that empower parents and teachers to prepare kids to navigate the world of
online and digital media.

¢ Designation by the President or Congress of a lead federal agency that would work collaboratively
and comprehensively with all major stakeholders in marshaling resources for the improvement of

online safety and Internet literacy and coordinate the activities under diverse federal programs.

e Consideration by education policymakers to adopt a set of national goals for online safety, including
if possible minimum standards for a curriculum on digital literacy, to better educate the nation’s

diverse children and families about how to manage media.

e Ensure that all digital literacy and online safety programs are funded through competitive grants
open to qualified applicants, with periodic review and assessment built into the grant process, so that

the results from the best programs can be replicated in other communities.

e Support digital literacy and online safety efforts by providing funding for: Research on the learning
potential of digital media; New modes of assessment and evidentiary standards; Professional
development for teachers; Curriculum development and implementation for students; Public
awareness campaigns for parents and families; and Research designed to identify, highlight, and

promote best practices and further solutions to improve digital literacy and fortify online safety.

Finally, recognizing the pivotal role of industry in ensuring steady improvement in this field, the task
force suggests that voluntary activity strongly supported by industry is likely to be significantly more
effective than legislated or mandated solutions; and that “light touch” regulation in this area is the
superior approach for encouraging resource-rich companies to design progressive and innovative

solutions, both now and in the future.
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POINTSMART.CLICKSAFE. TASK FORCE BACKGROUND

On June 10 2008, representatives from technology companies, child advocacy and parents’ groups,
educators, health researchers and policymakers gathered for a summit in Washington, DC to better
understand the risks to children and to share best practices for keeping them safe and smart online. The
day-long event brought together leading stakeholders to discuss how to best create safe and positive
online experiences for children and families. Convened by the Internet KeepSafe Coalition (iKeepSafe)
and Common Sense Media in partnership with Cable in the Classroom and the National Cable &
Telecommunications Association (NCTA), the PointSmart.ClickSafe. Summit was a component of the
cable industry’s comprehensive PointSmart.ClickSafe. online safety and media literacy initiative launched
in June 2007.

The Summit was significant in that it marked the first time this particular cross section of online safety
stakeholders was convened for such a discussion. (To view presentations and panel discussions from the

summit, visit www.pscssummit.org.) A summary of the key findings from the Summit’s four panel

discussions can be found in Appendix A.

Following the Summit, there was an industry consensus that additional work could and should be done to
develop a set of “best” practice recommendations that could be implemented by providers of online
content, applications and connectivity/access (the Internet Industry). To address these concerns, a diverse
group of representatives of key stakeholder communities involved with children’s online safety has been
working since the Summit to identify and consider practices that could be recommended, and ultimately
implemented by the Internet Industry. While other working groups had looked at these issues from
various technical, business and safety perspectives and international task force groups have met on the
protection of children on the Internet specifically, this Summit group primarily focused on internet safety

practices in the domestic arena.
It is significant that this group discussing best practices is composed not only of members of the Internet
industry — including Internet providers, content providers and other technology companies — who will be

responsible for implementing best practices, but also includes the perspectives of other key groups
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concerned with online safety, including child advocates, educators and representatives of parents groups
and public health communities. All of these stakeholders have a shared responsibility for children’s

online safety and can support the effective implementation of best practices.
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PREFACE AND OVERVIEW

The rise of the Internet as a principal communications platform — and its many ramifications for social
interaction, interpersonal communication, and behavioral development — has spurred the creation of a
global community of concern about the impact of this new communications paradigm on the cognitive

and physical health of children, families, and society at large.

In the United States alone, many interest groups are looking at this issue, including those comprising
parents, educators, researchers, health care professionals, celebrities, law enforcement officials, business
leaders, legislators, and policy makers. These groups operate at all levels of jurisdiction, including local,
state, regional, and national. Their overarching goals encompass ensuring the personal safety and health
of children as they act and behave within a new communications infrastructure, and helping families
understand and appreciate the impact and many aspects of these new technologies. This category of

concerns is characterized by many names, including “online safety and Internet literacy.”

RECOGNIZING CHALLENGES

The daunting challenges for those in the community of concern include the global nature of the Internet
and its infrastructure; the steady and accelerating pace of technological change that is constantly
reshaping the Internet; and the nature of this communications infrastructure as a global ecology in which

the online “virtual” world overlaps the physical “real” world of human beings and their behavior.

By their very nature, solutions and strategies for family online safety frequently are suggested and
considered in silos, or pushed to a single level of jurisdiction (e.g., school, community, state) that is
effective in addressing just some part of the challenge. Compartmentalized or jurisdictional solutions are
especially challenged due to the ubiquitous and global nature of Internet technology and services, which,
with few exceptions, respect no geographic boundaries. Just as it has become virtually impossible to fully
restrict a child’s access to mass media and the Internet, it is also overly optimistic to expect to control
elements of the Internet from a single state, city, or town, however well intentioned jurisdictional efforts

may be.
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The nature of online safety and Internet literacy also transcends the critical and necessary work of law
enforcement, to which society has turned to patrol cyberspace and protect cybercitizens in the virtual
world just as it does in the physical real world. This conviction is rooted in the knowledge that
prevention, punishment, and justice address only some of the manifestations of the new Internet society.
Voluntary efforts by industry and all stakeholders in the Internet ecosystem are vitally necessary, to build
a safe foundation for activities in cyberspace, promote education and awareness about online safety

issues, and encourage collaborative activity within the community of concern.

This commitment to voluntary efforts gave rise in 2008 to the PointSmart.ClickSafe. blue ribbon task
force for best practices in online safety and Internet literacy. The participants in the task force, formed at
the conclusion of a Washington, DC, summit on online safety and Internet literacy in June 2008 (see
Appendix A to this report and www.pscssummit.org), are acutely aware of these dynamics and
understand that they form the backdrop for any prescription for progress in this field.

PARALLEL PROGRESS

The task force is also aware that its many deliberations since its June 2008 inception haven’t occurred in a
vacuum, and that in fact major work in many quarters, bearing concrete and positive results, has moved

the needle and raised the bar for those seeking to provide further enhancements to online safety.

o Some of that work has occurred outside of the U.S., such as the recommendations of Dr. Tanya
Byron’s review, “Safer Children in a Digital World”
[http://mww.dcsf.gov.uk/byronreview/pdfs/Final%20Report%20Bookmarked.pdf] that resulted in
a further nationwide online safety initiative of the Home Office in the U.K.
[http://police.homeoffice.gov.uk/publications/operational-policing/child-protection-on-the-

internet/].

o Other quality work has occurred in the U.S., such as the extended deliberations and conclusions
of the Internet Safety Technical Task Force
[http://cyber.law.harvard.edu/sites/cyber.law.harvard.edu/files/ISTTF_Final_Report.pdf]
convened by The Berkman Center for Internet & Society at Harvard University, which produced
a variety of recommendations on what various groups, organizations, and individuals could do to

improve the state of online safety and Internet literacy.
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In addition to these kinds of large-scale and collaborative efforts, many consumer, civic, and law
enforcement groups have initiated measures to address online safety issues and increase public awareness

and education. Among these efforts:

e Many companies that comprise and support the delivery system for online services have taken

voluntary action in support of safe Internet use for families.

e Many legislative bodies at all jurisdictional levels have enacted useful statutes contributing to

improvements in online safety.

e Schools in a variety of states and jurisdictions have found forceful and creative ways to address

these issues for children and families within the educational environment.

e Public health officials have reported progress on understanding the mental and physiological
impact of hours spent online, and have recommended mechanisms for maintaining a healthy mind

and body in the new communications environment.

e Researchers in several disciplines have helped us to understand the issues involved with online
safety and their prevalence, the effect of those issues on children and which approaches are most
likely to work. For a review of the research relating to child online safety, see Appendix B.

e A robust body of thought and opinion on online safety and digital literacy has emerged through
other means such as traditional and online publishing, social networking, conferences and public
meetings, and other communications channels, offering a colorful palate of ideas ranging from

contextual and background thinking, to specific tips and recommendations for success.

The PointSmart.ClickSafe. Task Force acknowledges these efforts and deeply respects the intellect,
energy, and passion behind them, and many task force members have been personally involved in this
work. One objective of the PointSmart effort is to build upon the work that precedes it, and to use those
efforts to inform further recommendations. Another objective is to focus on “harmonizing” the many

solutions and recommendations that have been generated to date.
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IMPORTANCE OF BEST PRACTICES FOR INDUSTRY

Even those objectives are challenging for a single group of stakeholders gathered during a finite period of
time. The PointSmart group — comprising representatives of network and infrastructure operators,
Internet service providers, content companies, the Internet industry, and concerned groups of educators,
public health officials, parents, and families — therefore asked itself what its contribution could be to

improving the state of online safety and Internet literacy.

The task force first recognizes that the responsibility for children’s online safety is equally shared across a
wide ecosystem of interlocking and overlapping groups. (See the section of the report entitled, “The
Ecosystem of Shared Responsibility.”) Parents, teachers, child advocates, health professionals, providers
of Internet access and content, law enforcement officials, and other concerned citizens all have a shared
responsibility to ensure that a child’s use of digital technology, and particularly the Internet, is as safe and
enriching an experience as we can make it. Furthermore, the task force recognizes that each of these
groups must act on its responsibility — all parts of the ecosystem must act in harmony — so a good

outcome for Internet safety can be achieved.

With this in mind, and based on the state of play and the very nature of Internet infrastructure and
services, the group has chosen to focus on the role and accountability of industry in ensuring online safety
and Internet literacy. To be sure, many companies in the Internet industry already have substantive
practices in place including providing parents with technology-based tools, resources and information.
Examples of these current approaches to best practices can be found in Appendix C of this report. The
task force in its work builds on these approaches and, taking into account the perspectives of other
stakeholders concerned with children’s online safety, recommends a wide-ranging series of best practices
that can be adopted, implemented, and emulated by the various companies that comprise the Internet
industry. These voluntary measures are suggested as a way of raising standards for all companies
engaged in serving Internet users and thus creating a more friendly, safe, and productive online

environment for children and families.

Among the many alternatives discussed by task force members, to help families feel safe within a certain
website or online environment, was a suggestion that companies aligning themselves with best practice
efforts could display an icon on their websites or services, to offer visual evidence of the provider’s
involvement in online safety best practices. This suggestion was open to broad and differing

interpretations regarding the merits of an icon and how it could be used in a practical and effective
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manner and, as such, the task force could not reach agreement on recommending the use of such an icon.
Nonetheless, the task force was able to reach agreement on a broad set of meaningful recommended best
practices which can be adopted and implemented by companies in order to demonstrate and enhance their

commitment to users and the public at large, to online safety and digital literacy.

The best practice recommendations, which are designed to span all sectors of the Internet industry and
which should be applied selectively based on a company’s role and mission, should also serve to help
achieve better harmony in online safety efforts. And with a commitment to monitor implementation
efforts going forward and issue additional suggestions and recommendations as warranted, the
PointSmart.ClickSafe. Task Force will continue to strive to unite the many stakeholders in this area to

focus on continual enhancements and improvements.

WHAT SHOULD GOVERNMENT DO?

With some members of the PointSmart.ClickSafe. Task Force focused on the nexus between federal
policy in this area and business practices, the group also has contemplated the oft-repeated question: What
should government do to enhance online safety and Internet literacy?

The federal government currently supports online safety efforts through a variety of programs. They

include:

e The Department of Justice Office of Juvenile Justice and Delinquency Prevention (OJJDP) provides
grants for state and local law enforcement programs, and related efforts by non-profit organizations,

to prevent crime and support mentoring of at-risk children and youth.
e The OJJDP also funds Internet Crimes Against Children initiatives to help state and local law
enforcement agencies enhance investigations of offenders who use the Internet or other computer

technology to sexually exploit children.

e The Federal Trade Commission has a Web site, www.OnGuardOnLine.com, that provides a variety

of tips from government and industry to help families protect themselves online. Most of the tips
are focused on computer and online security issues, such as protecting against fraud and identity
theft.
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e Congress recently made changes to the E-Rate (Universal Service Fund) program, which helps
schools get Internet connections, and schools that receive E-Rate funds are now required to provide
Internet safety education to students. However, under these changes, no additional funds were set
aside for Internet safety education.

e The Broadband Technology Opportunities Program funded by the American Recovery and
Reinvestment Act in the Department of Commerce will bring new efforts to expand broadband
access. Advocacy groups — including members of the PointSmart.ClickSafe. Task Force — have
worked to encourage policymakers to use some of those funds for programs that teach digital

literacy and online safety.

There are also a wide variety of state and local government efforts, such as the Virginia initiative in which
the state Department of Education has published “Guidelines and Resources for Internet Safety in

Schools.”

One key insight from the work of the task force is that while the issue of online safety — like the Internet
itself — spans many audiences, stakeholder groups, and jurisdictions, most Internet safety efforts have
been both fragmented and granulized to the local level where there is often a significant lack of
coordination and resources. More coordination at the national level supplemented with adequate resource
development is needed.

Current and previous Congresses, as well as both the former and current Administration, have focused

considerable energy and resources in addressing these issues. As this report is released

e Several bills are pending in the 111™ Congress following enactment of related legislation in the
110th;

e The Online Safety and Technology Working Group (OSTWG) is at work within the National
Telecommunications and Information Administration (NTIA) of the U.S. Department of

Commerce [http://www.ntia.doc.gov/frnotices/2008/FR_OnlineSafety 081121.pdf];

e A public inquiry on parental control of media has commenced at the Federal Communications

Commission; and
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e Senior policy makers throughout the Executive Branch are considering online safety and Internet

literacy issues and contemplating further activities.

The PointSmart.ClickSafe. Task Force publicly acknowledges the excellent recommendations for
government activity released late in 2008 by the Family Online Safety Institute
[http://www.fosi.org/cms/index.php/pr2008/14-pressreleases/321-fosi-conference-press-release.html].
To further build on these and other initial efforts, the PointSmart.ClickSafe. Task Force recommends that
policymakers take other important steps, including:

e Expanding online safety efforts to emphasize online smarts, through digital media literacy and
education programs that empower parents and teachers to prepare kids to navigate the world of
online and digital media. These efforts will be significantly improved with more focus on

education, rather than only on crime prevention.

o Designation by the President or Congress of a lead federal agency that would work collaboratively
and comprehensively with all major stakeholders in marshaling resources for the improvement of
online safety and Internet literacy and coordinate the activities under diverse federal programs.
Some PointSmart.ClickSafe. partners have suggested that the Department of Education would be
ideal for this purpose, so that federal projects are better connected with the goals of educators; more
likely to be adopted and utilized by schools, state school systems, and community programs; and
make a stronger connection with parents and families. There may also be synergies with the work
of the White House office of cyber security that the Obama Administration intends to create.

Regardless of which agency is identified, designating a lead agency would be helpful.

e Consideration by education policymakers to adopt a set of national goals for online safety, including
if possible minimum standards for a curriculum on digital literacy, to better educate children and
families about how to manage the media that daily infuse our lives.

e Ensure that all digital literacy and online safety programs are funded through competitive grants
open to qualified applicants, with periodic review and assessment built into the grant process, so that

the results from the best programs can be replicated in other communities.

e Support digital literacy and online safety efforts by providing funding for:
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o Research on the learning potential of digital media

o New modes of assessment and evidentiary standards

o Professional development for teachers

o Curriculum development and implementation for students

o Public awareness campaigns for parents and families and

o Research designed to identify, highlight, and promote best practices and further
solutions to improve digital literacy and fortify online safety.

Finally, recognizing the pivotal role of industry in ensuring steady improvement in this field, the task
force suggests that voluntary activity strongly supported by industry is likely to be significantly more
effective than legislated or mandated solutions; and that “light touch” regulation in this area is the
superior approach for encouraging resource-rich companies to design progressive and innovative

solutions, both now and in the future.

ADDITIONAL FINDINGS

Elsewhere in this report of the PointSmart.ClickSafe. Task Force, we explore the “ecosystem” of shared
responsibility in online safety; discuss the challenges of managing online risks; examine the limits of
public policy as it applies to technological advancement; and offer appendices that cite specific examples
of existing best practices as they are employed by several companies; and report out on the findings and

proceedings of the PointSmart.ClickSafe. Summit on Online Safety and Internet Literacy from June 2008.
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THE ECOSYSTEM OF SHARED RESPONSIBILITY

Children worldwide are presented with unprecedented opportunities and challenges in today’s digital
environment. All stakeholders — parents, teachers, child advocates, health professionals, providers of
Internet access and content, law enforcement officials, and other concerned citizens — have a shared
responsibility to ensure that a child’s use of digital technology, and particularly the Internet, is as safe and

enriching an experience as we can make it.

The Internet, and in particular the “World Wide Web,” began life as a novel — and by today’s standards —
static venue for researchers. It has since morphed into a massively interactive and dynamic “cyber
domain” for all comers that has added a new dimension to our social structure. The world is now
connected as never before, featuring the ability to learn, create, engage and participate 24/7 on a global
scale and in a way that has transformed communications, personal relationships, and business

transactions.

Yet with the Internet, a marvel of our age, come many age-old problems. The same social issues —
bullying and other inappropriate behaviors — that exist on the playground or in the mall also take place,
and in some instances can be magnified, on the Web. Most adults, who have grown into the use of
Internet-based communication tools, products and services as they were created, understand these issues,
and the potential pitfalls and even dangers that can exist with them. But today’s children encounter these
issues in digital space without the adult mediation and instruction that occurs more frequently in offline
situations. And some children who are more at risk offline are also at greater risk online. Therefore, it is
essential that there be multiple mechanisms to help them gain an awareness of the pitfalls and their

consequences, as well as the behavior and social skills to avoid them.

Our task as adults is to understand our responsibility for helping children reap the full benefits of the
Internet, while at the same time ensuring their safety. This task is challenging in the cyber world, where
changes occur by the hour, borders and boundaries are sometimes warped, and parents and kids can

operate in different universes, with different expectations and assumptions about technology. Reaching
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common understandings therefore can be difficult. But just as adults share responsibility in the physical
world for helping children make the best of opportunities while ensuring their safety, they need to

understand the shared responsibility in the digital world. As Dr. Tanya Byron has written,

| believe that alongside new technology we need a new culture of responsibility,
where all in society focus not on defending our entrenched positions, but on working
together to help children keep themselves safe, to help parents to keep their children
safe and to help each other support children and parents in this task.

In short, there exists an “ecosystem” of shared responsibility where each aspect of the network and its
users are represented, and the perspective of each stakeholder involved with ensuring that children use the

Internet in rewarding and safe ways is taken into account.

A CHI LD"S DI GI TAL WORLD

Today’s children are digital citizens from day one. In the digital world, we document their birth on video,
and share photos by mobile phone, email, Web sites, and social networks. Our digital kids watch DVDs,
listen to CDs and play digital learning games as toddlers. We keep grandparents and other family
members in touch digitally with emails, videos, and photos. In elementary school they become
participating cyber citizens, part of the 250 million North Americans regularly online.? Parents check on
them via mobile devices, they research school projects online, and submit homework to teachers’ Web
sites. They connect with each other using text messaging — which has to a large extent replaced voice and
email contact among youth — and within their new community, by social networking sites, which are used
weekly by 71% of youth ages 9 — 17.2 Their entertainment includes creating and uploading content and
downloading and remixing that of others, or entering imaginary worlds to play games of logic or skill, all
the while listening to an iPod or other MP3 device, watching TV and carrying on multiple online

conversations. All told, kids and teens spend more than 6.5 hours per day in front of media screens.*

What specifically are children doing online? Youth participation differs depending on age, ability, and
the availability of technology. The research staff of the Center on Media and Child Health (CMCH),

Children’s Hospital, Harvard compiled the following examples.

! Byron, T., Safer Children in a Digital World, 2008.

2 Internet World Stats, www.internetworldstats.com, 2008.

% Gruenwald Associates, Creating & Connecting - Research and Guidelines on Online Social and
Educational Networking, Web Wise Kids, 2007.
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Internet use and online environment by age group:

Young kids (ages 3-6)
This age group is learning to use the computer and is often on the Internet with parents, siblings,
or teachers. Children are familiar with digital screens from television, but now are able to
explore new interests that are challenging, exciting, and creative as opposed to the passive
relationship with a TV show. They can:
e Watch video-sharing sites with their parents to explore interests and access things that
appeal to them but are inaccessible in their own communities,
e Follow their TV interests onto the Internet through the connection between TV shows
and associated Internet sites, reinforcing their relationship to characters, and
o Utilize educational games and activities that are divided into categories that focus on
many of the skills designed to prepare preschoolers and Kindergarteners for formal
schooling.

Middle kids (ages 6-10)
This age group is facile with a computer and the Internet. Children are online every day for
school assignments and recreation, including:

e Advergaming (e.g. branded games),

e Pure recreational gaming and free flash games,

e Moderated chat situations in walled garden sites,

e Expanding interests with new information rather than simply exploring established

topics, and

e Homework.

Tweens (ages 11-13)

To all of the above, new and more portable technologies are added for these youngsters:
e Cell phones and texting,
e Chat situations, which are not always moderated,
e Heavy video/computer gaming, and

e MP3 devices such as iPods and music downloads.

* Roberts, D. Foehr, U., Rideout, V., Generation M: Media in the Lives of 8-18 Year-olds, Kaiser Family

Foundation Study, 2005.
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Teens (ages 14-18)

All available digital and connected technologies are in use by teens:
e Social networking sites,
e Viewing, creating, and posting content on user-generated content sites,
e Downloads of music, videos, and TV shows,

e Writing code (e.g. widget, programs, and blogs), and

e Mash-up sites.

At the same time that adults help youth develop the technical skills to participate in this society, children
must also be taught how to build the necessary habits and ethics to interact with respect towards others.
Appropriate digital citizenship includes topics such as etiquette, communication and literacy, security,

health and wellness, and rights and responsibilities.

It is also critically important to understand that a child’s online actions produce a trail of digital footprints
-- public information that can enhance or degrade their reputation and influence the course of their lives.
For example, college admission administrators and potential employers scan the Internet to review
applicants based, in part, on the sum of their postings online. For an instructive diagram of the
responsibilities that face youth in the digital world, see Appendix D.

PERSPECTIVES OF STAKEHOLDERS IN THE ECOSYSTEM

As discussed in the preface, in June 2008 the PointSmart.ClickSafe. Summit was convened in
Washington, DC by iKeepSafe, Common Sense Media, Cable in the Classroom (the cable industry’s
education foundation) and NCTA. Focusing exclusively on child online safety, a variety of participants
drawn from stakeholder groups — including leading child safety advocates, parents groups, Internet
service providers, online content providers, software companies, educators, law enforcement officials, and
federal policymakers — shared their perspectives and discussed “best practices” for online safety, marking
the first time such a broad cross section of online safety stakeholders came together for such a discussion.
The PointSmart.ClickSafe. Summit was organized around four “panels” of stakeholders: 1) parents and
parenting groups; 2) members of the education community; 3) representatives from the public health and
safety community; and 4) representatives from companies providing online content and/or Internet access.
The following outlines the perspectives offered during these panels. For a full summary of the panels,

their key findings and recommendations, see Appendix A.
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Parents and Parenting Support Groups Panel
This panel restated the basic principle that parents are, and should always be, the primary protectors of
their children. Parents and caregivers teach their children how to take care of themselves, most likely
using the same examples and processes that their own parents used. That works when parents are familiar
with the issue (e.g., crossing the street safely), but it is evident that many parents are insecure about the
use of Internet technologies. The panel showed that parents:

e Need to be empowered with tools to become familiar with the digital world,

e Lack awareness of the convergence and mobility of technology,

o Are less clear about their parenting role related to technology, and

e Do not have equal skills and/or commitment to children’s education and safety.

In addition, a 2008 iKeepSafe survey, The Parent Project,” in collaboration with CMCH at Harvard
Medical School, was one of the first studies about parents and the Internet and offers key insights. It
revealed that parents have strong feelings and real fears about what their children encounter online, and
what education they would like leaders to provide for safety and security:

e 89% — How to protect kids from online predators

e 81% — What parental controls are available and how to use them

e 79% — Information about how predators lure children

e 77% — How to implement Internet safety practices at home

e 71% — Kids and chat/social networking sites

e 70% — Links to Internet safety resources in each state

e 69% — Kids and instant messaging

Education Panel
Education, by its nature, can play a positive role. Schools already teach students to use technology as a
tool for learning. In addition to technical skills training, schools are in a position to provide safety

information and the ethics perspective that children need. The panel had these observations:
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Teaching:
e Improvement is needed in Internet safety education in schools, including professional

development for educators and dedicated space in the curriculum.
e Appropriate online behavior and expectations should be taught across society to students,

parents, and adults.

Policy:
e Education is governed at the state level but implemented at the local level, resulting in a
disjointed effort, and

e Decisions are made far away from the classroom and often become a barrier to teaching.

Technology:
e Schools are often required to use filtering, but it is an imperfect tool and schools sometimes

over-rely on it to the detriment of teaching youth about safety and responsible online
behavior, and

o Filters are limiting because they sometimes block harmless and legitimate content and also
fail to address quality and/or accuracy of information and skills.

Involvement and Access:

e Educators need cross-sector involvement with all stakeholders, and
e There are access equity concerns (e.g., Is Web 2.0 available to students both at home and at

school?).

Public Health and Safety Panel
Health professionals see first hand the need for children to acquire those skills that lead them to become
positive contributing members of society. They recognize the impact of technology and its influence on
youth in the following ways:
¢ Youth have a sense of community within technology that adults lack,
e How youth use and interact through digital products affects how they feel about themselves,
and

e Health professionals want youth to become responsible, ethical, and resilient cyber-citizens.

® The Parent Project, iKeepSafe, funded by the Department of Justice, Office of Juvenile Justice and
Delinquency Prevention, Award Number 2006-MC-CX-K016, 2008.
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Internet Industry Panel

A number of best practices for online safety are currently employed by many individual companies and
organizations in the Internet sector, either as a part of their overall corporate responsibility efforts or as a
part of brand protection and extension, and many of these were put in place primarily in response to
strong consumer demand. Indeed, the panel noted that there are continual innovations to online safety
practices as companies compete to provide the best tools and resources for parents and families. The
panel also noted that practices tend to include multiple components, such as the provision of parental
controls or other tools, information about the use of the controls, information about media literacy, and
partnerships with expert third party and/or non-profit advocacy groups.

A number of challenges for developing tools and information for parents and other consumers were noted.
These include the proliferation and rapidly changing nature of platforms; the fact that the Internet “knows
no borders;” and that no one “silver bullet” solution seems to exist. There was also the acknowledgement
of the tension between wanting to provide truly empowering tools to parents while at the same time

avoiding censorship or undue restrictions.
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ACKNOWLEDGING THE CHALLENGES
TO RISK MANAGEMENT

Every parent understands that because children lack fully developed analytical and critical thinking skills

and have imperfect impulse control, they are especially vulnerable and susceptible to risk. This is true in

many settings in a child’s life — the classroom, the playground, or the home — and is equally true when a

child is online.

Every parent also knows that unfortunately not every risk can be eliminated. It is important to recognize

that even as adults strive to keep children perfectly safe, several challenges stand in the way. The

participants in the PointSmart.ClickSafe. Summit contributed a number of useful comments, briefly

summarized below, about challenges to risk management.

Parents and Parenting Support Groups Panel

Family needs vary (e.g., locale, age, and preferences).

Parents and kids see issues differently (e.g., danger vs. opportunity).

Some young people may face increased risk online if they face other risks offline, or engage in
risky behavior offline.

There are long-term literacy concerns (e.g., How do we educate?).

Education Panel

Mobilizing the education community means training teachers.

Education policy is determined and implemented at the state and local level.

Family differences (e.g., language issues, parents’ values and preferences, at-risk kids) impact
how schools approach online safety.

Students are often able to circumvent filters and technology controls by using proxy servers and

other means.

PointSmart.ClickSafe. Task Force Recommendations for Best Practices for Child Online Safety
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Public Health and Safety Panel
¢ Youth have well-developed technology skills but they often do not have the critical thinking skills
or impulse control required to make good choices online.
o Skills that can help youth learn to use technology appropriately need to be identified.
e What youth are doing online, while sometimes dangerous, is not necessarily illegal.
e Research is needed to describe the effects of risky use of technology by youth in order to

determine when and what type of intervention is necessary.

Internet Industry Panel
e The proliferation of platforms enables children and other consumers of digital technology to take
content and interactivity virtually everywhere.
e Rapid change of Internet and platforms makes today’s discussion different from yesterday’s.

e The Internet has no borders.
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TECHNOLOGY, PUBLIC POLICY AND THEIR LIMITS

When discussing online safety for children, it is important to recognize two key components of the topic:
the technology upon which many online safety tools are based, and the public policies in place designed
to ensure public good and well being. Both of these components offer advantages for online safety and
both present limitations to ensuring that children are perfectly safe.

TECHNOLOGY

The task force reviewed and discussed four technology models designed to help protect children online:
filters, monitoring software, information agents and alerts, and age verification. Multiple vendors provide
a variety of these products. Some work well, others less so.

MODEL 1: Filters

A filter is both loved and hated. When it prevents a child from coming across inappropriate content, it is
great. When it is incompatible with a business transaction it is not only counterproductive but also costly.
Parents, while praising a filter’s effectiveness to stop a child’s inadvertent access to pornography, can also
be confused and frustrated by instructions and settings that differ from product to product. Educators
admit that young people can often get around filters and fear that public reaction to just one negative
incident could be enough to end use of technology at school. And if that negative incident did occur, the
legal ramifications are unclear because case law for school situations related to the Internet is not well
established.

Content that should be filtered out must first be indexed into a corresponding database. If it is not
indexed in, it cannot be filtered out. In the end a filter can only be as good as its design and data. By

definition, it will never eliminate 100% of the inappropriate content.

The following is a sample of the limitations connected with the purchase, installation, and use of filters:
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Need Current Situation

Parents want to purchase a filter No standardization or benchmark exists to
differentiate an excellent from a merely good
or mediocre product.

Filter installation in the home Youth often install computer and Internet
tools for untrained or uninformed parents and

when doing so bypass the protective settings.

Default settings in the home When set incorrectly the default can result in
a total G-rated experience, limiting adult
access to more mature and perhaps enriching

content.

Default settings in schools Overly restrictive settings chosen by some
school systems often lock out harmless and

valid educational materials.

MODEL 2: Monitoring Software

Monitoring software serves as a complement to or as a substitute for filtering. This software will track
chat, email, web sites visited, downloads, etc., and in some versions allows parents or monitoring
personnel to follow children’s activities in real time, and to take control of those activities. Its strength is
that through transparent access it provides an atmosphere of accountability; its weaknesses are the ease by
which it can be hacked and the time it takes to review all of a child’s online activities on a routine basis.
For older children, monitoring software may have an impact on the trust relationship between parents and

children.

MODEL 3: Information Agents and Alerts

Information agents and alerts, such as Google Alerts, RSS feeds, etc., are tools that allow users to search
and gather content based on personal specifications. The alert searches defined terms and provides users
with a link to the specified content that has been posted on the Web, allowing the user to seek its removal.
In the Web 2.0 environment, agents could potentially be programmed by parents to follow a child’s
movements and actions. If the child attempted to post or upload information defined by the parent as
inappropriate, such as a personal phone number, the agent could intervene to ask, “Do you really want to

do that?” The agent becomes both a monitor and a conscience.
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MODEL 4: Age Verification
Age and identity verification technology attempts to prevent youth from accessing adult or problematic
content or certain youth sites outside their own age group, and to keep adults and possible predators or
bullies from violating children’s safe spaces. Often, verification involves a user reporting their birth date,
or entering credit card information. Other technologies currently in use to verify children’s ages are
expensive, unavailable for widespread use, and can be compromised in some of the following ways:
e Youth and adults lie about age and fabricate identity information to register on sites restricted by
age.
e Kids often have access to parents’ credit card information and can use that to circumvent some
verification strategies.
e Technology developed to detect youth by slang expressions associated with specific age groups is
ineffective.

e Sensitive personal data held by a site to validate a child’s age could be subject to fraud.

On the adult side, the issues with age and identity verification become even more complex:
e Adults seeking to do harm lie about age and identity.
o Decisions must be made about whether to even allow any adults on youth sites.
e Some trusted adults might enhance the online experience for youth, but how are they to be
identified when most crimes against children are committed by acquaintances perceived as
trusted?

These examples are only a fraction of the issues surrounding age or identity verification. For a detailed
report on this topic, please see the research, discussions, and recommendations in the Berkman Center’s

Internet Safety Technical Task Force.

POLICY, LEGISLATION, AND INDIVIDUAL RIGHTS

When challenged to establish a safe environment, often the first inclination is to ask that regulations be
established. In the U.S. 32% of the homes have children.® How are children to be protected in those
homes while the other 68% of homes are allowed and encouraged to access and utilize legal content? The

following tenets must be accepted when reviewing policy, legislation, and rights:

® Us census Bureau, 2008 Statistical Abstract of the United States,
Www.census.gov/compendia/statab/tables/09s0058.pdf
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e Tragedy, fear, and media coverage, rather than facts, often drive policy.
e The online safety issue is nonpartisan.

e There is substantial public concern that safety tools are not as effective as they could be.

Where technology allows for new freedoms and creative abilities it also produces situations that test the
Constitution, the ethics of business, and the patience of parents. How many parents know that their 16-
year-old has a constitutional right to safe sex information? How many teens know that it can be illegal to
send (via the Internet or mobile phone) a semi-naked picture of themselves to their boyfriend or girlfriend
(a relatively new phenomena known as “sexting”)? The scope of issues that deal with rights, law, and
policy is vast. Some of the issues include:

e On the Internet, content harmful to minors is the hardest to regulate.

e Many Web sites with dangerous or disturbing content exist in other countries and are beyond the

scope of U.S. regulation.

e Many social networking sites are places where minors and adults can interact.

e At-risk youth pose a different and greater set of challenges.

e Some Web sites drive traffic to themselves through deceptive means, such as intentionally using

misleading meta tags and descriptors.

Privacy laws regulate the type of information that may be collected and how that information may be
used. To address growing concerns from privacy advocates, policy makers, and government regulators,

a number of steps have been taken.
The task force looked at gaps or limitations in policy and practice that impact the online safety of

children. One major challenge in that regard is many real world laws do not necessarily exist or apply to
the digital one.

Examples of discrepancies

Regulated or illegal Unregulated
Child pornography imagery Violent speech
Online obscenity (based on community) Foreign Web sites
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What should adults be required to do to protect under-age users? The following are a few examples of
what issues must be addressed in order to keep minors safe:
e Access and screening:
o Adult chat rooms accessed by credit card transactions must continue to offer a high
confidence level that the entry is limited to adults.
o Providers should continue to have the prerogative to screen and manage content
according to company and publicly-announced guidelines.
e Privacy:
o How does one protect young people who make themselves vulnerable when they share
passwords and move in and out of each other’s e-mail accounts and Web sites?
e Other issues to address:
o How can industry fulfill government requirements for managing user online activity
without assuming the role of police?
o Legislation enacted in the fall of 2008 empowers the Federal Trade Commission (FTC),
Federal Communications Commission (FCC), National Telecommunications and
Information Administration (NTIA), and Department of Education (ED) to study
children’s online safety. Can four agencies moving independently yield first-rate,
coordinated, efficient, cost-effective, and timely results? And what role can and should

industry play in these efforts?

Technology is constantly changing but our overarching core values must remain constant. Rather than
becoming fixated on a one-size-fits-all legislative response to the problem of the day, attention must be
focused on those core values. Best Practices lead us in this direction. They provide the most direct
potential benefits, because they empower the private and nonprofit sectors to create solutions and allow

government to focus on broad policy guidelines rather than detailed, prescriptive, onerous or problematic
laws and regulation.
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RECOMMENDATIONS FOR BEST PRACTICES

The PointSmart.ClickSafe. Task Force was convened to develop a set of best operating practices for
companies in the Internet industry. To determine which practices are needed in this dynamic digital
environment, the task force participants adopted a child-centered perspective. The results of this
ecosystem-wide review and discussion of the landscape addressed three separate, but overlapping,
categories of children’s online experience:

1. Before children go online,

2. During the online activities of children, and

3. When problems arise.

Before one can determine what constitutes best practices, however, the nature of the Internet must be
considered. First and foremost, it must be understood that the central role of the Internet is to enable
access to information and freedom of expression. Second, it must be understood that the Internet is a
dynamic and interactive environment. Users are generating, uploading, and sharing content with both
individuals and communities. And third, the Internet industry is very diverse ranging from large global

providers to small locally run services.

As stated by a 2009 report on improving the state of online safety and Internet literacy from The Berkman
Center for Internet & Society at Harvard University

[http://cyber.law.harvard.edu/sites/cyber.law.harvard.edu/files/ISTTF_Final_Report.pdf]:

A technology or combination of technologies designed for one environment or for use by one type
of service provider may not be able to provide the same level of effectiveness in a different
context. Each site has its own unique architecture, equipment, and operations, so integration of
new software requires careful planning and testing in order to avoid unintended consequences or
even site outages. Thus, any technological approach must be appropriately tailored for the

context in which it operates, giventhewiderange of ser vi ces on the I nter:H

Furthermore, fnSome technologies may offer i mpr

consequences and unintended consequences for youth and parents that outweigh the safety
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improvement. A balanced perspectiveispar t i cul arly critical [
in enabling freedom of expression and access to information from around the world.
(Berkman, p.27)

As acknowledged by Berkman and stated here in other sections, the quest for improvements in online
safety is occurring among an interconnected web of interests that are focused on various Internet
behaviors, threats, and activities. Therefore, as Berkman states, “A combination of technologies, in
concert with parental oversight, education, social services, law enforcement, and sound policies by social
network sites and service providers” is needed to help children mitigate the risks and garner the benefits
of the Internet.

WHAT CONSTI TBEBSS RRACTI CE” ?

It should be easy for parents and others to find clear and simple explanations of what information and
safety elements exist, how they function, and what a user can do in various circumstances. Therefore,
best operating practices should:

U Use clear and common language,

U Be consistent and transparent, and

U Provide information and tools that can vary by age and stage of the user.

These best operating practices should be crafted so that they can be:
U Modified for a specific service or application (e.g. ISP, blog, chat, social network),
U Scaled based on the number of intended or actual users,
U Designed and created as part of the product development cycle, and

U Continuously updated to reflect growth and change in the application or service.

BEST PRACTICE RECOMMENDATIONS FOR COMPANIES IN THE INTERNET
INDUSTRY

Ensuring children’s online safety is a difficult and complex task that calls for input from and action by a
wide variety of stakeholders. There is no “silver bullet”—no single technology or approach that has
proved effective. Rather, what is required is:

U A combination of different technologies,

t  Continuing digital literacy education for parents, educators, and children, and

U Active participation by all concerned companies, groups and individuals.
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Similarly, a singular focus on safety is insufficient. Children must learn to minimize risks but also learn
appropriate and ethical behaviors in this digital world. In addition, they need an understanding of media
literacy, in order to be able to think critically about the content they consume and increasingly create.
Therefore, best practices must be part of a larger effort to provide an entertaining, educational, and safe

experience for children.

BEFORE CHILDREN GO ONLINE

1. Education and information

Basic information and education about the digital landscape must be in place and available to all
children, parents, educators, and caregivers so they can understand the various risks, what constitutes
appropriate behavior in different online spaces, and what options they have in services and terms of
use. In addition, children need to learn how to use the technology efficiently, effectively and ethically
so that they can participate fully in social, economic and civic life in the digital age. Best Practices
should also encourage and empower parents, educators, and caregivers to understand the technology so

they can make informed initial and ongoing choices for their children’s safety and security.
We recommend the following:
1.1 Provide access to information that will educate parents, educators, and children about
media literacy and ethical digital citizenship, and help them think critically about the

content consumed and created on the Internet.

1.2 Make safety information for users, parents, and caregivers prominent, easily accessible, and

clear.
1.3 Provide information that is easy to find and access from the home page, available during

registration, and that can also be found in other appropriate places within the Web site or

service.
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1.6

Include specific information or FAQs about the services offered by the provider, especially
safety tools and how to use them (e.g., conducting a safe search, setting filtering options,

defining and setting appropriate privacy levels).
Provide links to additional resources that offer relevant safety and security information.
To make messages about online safety clear and easily recognizable to a variety of users,

consider using consistent themes, and common words and phrases. Provide messages in

multiple languages as appropriate.

2. Registration/creation of user profiles

We recommend the following:

2.1

2.2

2.3

24

Provide a clear explanation of how information collected at registration and set up will be
used, what is public vs. private on the site, and a user’s ability to modify, hide, and prevent

access to user information.

Make safety information available during the registration process, prominent from the
homepage and in appropriate places within the service (e.g. welcome email/message, point

of sale information).

Provide information in the terms and conditions and elsewhere that defines acceptable
behavior, states that users are not anonymous and can be traced, and details the

consequences of violating the standards of behavior.

Provide notice that violating terms or conditions will result in specific consequences,

including legal ones if required.

3. Identity authentication and age verification

The task force acknowledges that the issues of identity authentication and age verification remain

substantial challenges for the Internet community due to a variety of concerns including privacy,
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effectiveness, accuracy, and the need for better technology in these areas. The Berkman report, for

instance, concluded that:

Age verification and identity authentication technologies are appealing in concept but

challenged in terms of effectiveness. Any system that relies on remote verification of

information has potential for inaccuracies. For example, on the user side, it is never certain

that the person attempting to verify an identity is using their own actual identity or someone

el sedbs. Any system that relies on public record
an adult than a minor due to extant records. Any system that focuses on third-party in-person

verification would require significant political backing and social acceptance. Additionally,

any central repository of this type of personal information would raise significant privacy

concerns and security issues.
Therefore we recommend the following:
3.1 Continue to explore age-verification and identity-authentication technologies and work to
develop better safety and security solutions and technologies, keeping in mind that not all

online environments may benefit from identity verification.

DURINGACHILD6 S ONLI NE ACTI VI TIES

Best Practices in this area should recommend how technologies can be used to define and control a
child’s digital activities and help parents establish the technology structure that they determine best meets

their family values and needs as children grow and become more self-sufficient.

We recommend the following:

4. Content screening

4.1 Initially set defaults at a moderate level as a minimum, but instruct users in how to

customize settings for their own needs.

4.2 Information should be provided about company policy on filtering, including the default

settings, explanations of the meanings of different safety, security and filtering options
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(e.g., what is blocked by certain levels of filtering), how to make adjustments, and when

settings might need to be reapplied (e.g., a new version).
4.3 Consider carefully the placement and highlighting of sites belonging to and designed by
children and youth (e.g., a child’s profile page could become a “safe zone,” don’t locate

children’s content near ads for adult-targeted materials).

4.4 Consider a “walled garden” approach when relevant with products aimed at children eight

years of age and younger.

5. Safe searching

5.1 Include specific information about how to conduct a safe search, how to set filtering

options, and an explanation of privacy settings.

WHEN PROBLEMS ARISE

To provide the best response to problems, we recommend:

6.1 Have in place a robust procedure, backed by appropriate systems and resources, to handle
complaints. ldeally, each company should have an Internet-safety staff position or cross-
functional team charged with supervising the procedures and resources and given the

authority and resources to be effective.

6.2 Provide a reporting mechanism visible from all relevant pages or sections of a site or

service.

6.3 Consider providing a designated page with relevant information and instructions about how

to submit a report or complaint including:
A How users can determine the appropriate individual or agency to contact when
reporting a problem (e.g., customer service, law enforcement, or safety hotline)

and links to these services.

A What types of content and behaviors should be reported, the reporting procedure,

and what supporting information might need to be included.

PointSmart.ClickSafe. Task Force Recommendations for Best Practices for Child Online Safety

28



A How to remove unwanted content or information from a user’s page or profile.

A How to cancel an account.

6.4 Cooperate with law enforcement, where applicable, and follow all relevant statutes.
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APPENDIX A — THE POINTSMART.CLICKSAFE. SUMMIT
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Summary of Panel Findings from the PointSmart.ClickSafe. Summit
June 10, 2008 i Washington, DC

The Parent View: Defining Best Practices in Online Safety and Literacy

Moderator and Panelists:
Alan Simpson
Director of Policy — Common Sense Media

Stephen Balkam
Chief Executive Officer — Family Online Safety Institute

Elisabeth Donahue
Executive Director — The Future of Children

Betsy Landers
Secretary-Treasurer — National PTA

Laurie Lipper
Founder & Co-President — The Children’s Partnership

Panel Description:

Parents hold generally positive views of the value of the Internet for their children but also have
real concerns about their children’s online safety and literacy. Panelists discussed the range of
tools and options parents have available to them, under what circumstances each works best, and
identified what typical parents might need as they seek to ensure their children are safe online
while also developing the ethical and technology skills they will need as adults.

Summary Findings:

The panel explored a variety of issues, and the most important may have been the ways in which
families recognize the Internet and technology as crucial opportunities for children, not just
potential dangers. As Laurie Lipper put it, we should make sure children develop all the 21%
century skills they need, including Internet safety, but also including Internet savvy.

Other major findings of the panel included:

x Needs vary by family. For example, Internet filters and technological solutions are
helpful for families with young children, but older children understand the technology
better than their parents. Families with older children need help talking with them about
media, and establishing rules together.

x Convergence means that children can get media from multiple sources, including outside

the view of adults. Not all parents understand that, and if they do, they do not feel
prepared to manage mobile media.
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x  The content of media children use is extremely important, but many parents have a hard
time managing content, because they do not understand the content ratings that are
available. Parents need media companies to step up — voluntarily — and be more
accountable for the content they make available.

Chi | dr e n Bafety i@ €dntextt & he Health/Prevention Science View

Moderator and Panelists:
Marsali Hancock
President — iKeepSafe

Elizabeth Dowdell, Ph.D.
Associate Professor — Villanova University

Lt. Joe Laramie
Internet Crimes Against Children Task Force

Sophie Reid, MPsych (Clin), Ph.D.
Windermere Fellow & Research Fellow — Centre for Adolescent Health

Michael Rich, MD, MPH
Director — Center on Media & Child Health

Panel Description:

From birth through adolescence, today’s children face a wide range of physical, mental, and
social risks that change as they grow, including those associated with technology and media
exposure and use. Some risks associated with children’s use of the Internet are extensions of
risks that children have long faced; others seem to have emerged within the last decade and are
unique to the online environment. At the same time, the Internet has afforded a mechanism to
foster pro-social and educational opportunities for children and youth. This interdisciplinary
panel discussed developmentally appropriate best practices in managing risk to children
associated with the online environment.

Summary Findings:

Adults must remember that even though young people quickly understand and become facile
with multiple forms of technology, they still lack the physiological, emotional, and critical
reasoning skills to make wise decisions. They need a societal support system to nurture and
educate them to make good choices and to assist them if and when they are in trouble. From the
public health and safety perspective, stakeholders can help in the following ways:

Overarching Concepts for each group include:
1. Engage young people in their environment
2. Support positive, youth focused, connected programs and interventions
3. Berelevant
4. Be role models
5. Be positive
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Specific Recommendations for each group include:

X

PointSmart.ClickSafe. Task Force Recommendations for Best Practices for Child Online Safety

Parents and parenting support groups

Engage young people in their environment.
e Understand how youths use technology.
Support positive programs and interventions.
e Break down barriers to communication.
e Talk about technology as a way to communicate.
e Actin away that inspires communication.
e Begin at a very early age.
Be relevant.
e Recognize that youth use the Internet and technology differently than their parents.
e Have a realistic perspective of potential risks:
A Inappropriate contact (cyber bullies, phishing scams, predators),
A Inappropriate content (both viewed and posted), and
A Inappropriate conduct (all Web 2.0 activities create a digital footprint that
determine one’s online reputation and follows one to job interviews,
college acceptance review boards, future relationships, etc.).
Be role models.
e Educate one’s children according to one’s own family values.
Set realistic rules for Internet use.

Public health and safety community

Engage young people in their environment.
e Treat Internet education as a campaign similar to the anti-smoking or anti-drinking
campaigns.
Health professionals, law enforcement and legislators must educate children, not just
parents.
e Understand and accept their responsibility to youth.
e Break down the barriers to working with children placed on each profession by
peers.
Find ways to educate and inspire appropriate use of the technology.
e Find ways to reach children.
¢ Find ways to inspire children and youths to protect themselves and their personal
future.
Prevention message delivery.
e Use various ways to get the message to young people and families.
e Be proactive in looking for new and exciting ways to deliver messaging.
Appropriate legal remedies.
o Legislators must work with multiple disciplines to find a quality way to address
Internet issues.
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x Education community

1. Understand the technology.
e Educate teachers about how their students use technology.
2. Find the right curriculum for each school and grade level.
e There is no one safety program or curriculum that is correct for every school or age
group.
e There is a challenge to find the right one for each environment.
3. Incorporate technology ethics into all disciplines.
e Teach the message throughout the educational process, not just in technology-
oriented classes.
4. Accept responsibility to respond to students’ inappropriate use of technology outside the
school environment.
¢ Online actions outside school often carry over to the school environment.
o If it affects the school environment, school administrators must respond.

x Industry

1. Accept the responsibility of the dangers of the technology.
e “I'f you create the playground Wachellehave a
Collins)
2. Partner with families, education and law enforcement.
¢ Industry has financial and technological resources to help families, schools, and
law enforcement meet their responsibilities to protect children.

The View from Education

Moderator and Panelists:
Doug Levin
Sr. Director, Education Policy — Cable in the Classroom

Jayne Moore
Director, Instructional Technology & School Library Media — MD State Department of
Education

Ann Fondren
Coordinator, Library/Media Services — Spotsylvania (VA) County Schools

Tracy Weeks, Ph.D.
Director, Instructional Technology & Media — Chapel Hill-Carrboro City (NC) Schools

Lean King, Ed.D.
Superintendent — Encinitas Union (CA) School District
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Panel Description:

Educators are increasingly focused on providing students with a range of technology and literacy
skills to prepare them for work, life, and citizenship in today’s globally-interconnected, high-tech
world. At the same time, educators are faced with balancing the very real concerns they face
about inappropriate or unsafe Internet use by children and youth. This panel shed insights on
best practices to balancing safety, ethics, and literacy concerns in schools, homes and other
settings.

Summary Findings:

Panelists noted that technology use by students and in schools continues to rapidly evolve. As
access to and use of the Internet has increased, so too have issues — some very serious — related
to students’ Internet use. However, panelists noted that these issues tend to remain the exception
to the rule; most students and educators can and do make responsible use of the powerful new
tools and resources offered by the Internet.

Nonetheless, there remains much room for improvement in ensuring that students acquire the
critical thinking, analysis, and 21° century communication skills educators believe students need
to be successful in life, work, and citizenship in today’s society. In addition, panelists
acknowledged that school policies and practices have not necessarily kept pace with
technological innovation outside of school and that this is increasingly causing issues for
educators, administrators, and parents.

Key findings:

x  Given that most Internet-related behaviors of concern happen outside of school, formal
education has an important role to play but it cannot address the issue of children’s
Internet safety alone. More cross-sector collaboration building formal relationships
among education, health care/social service, law enforcement, and industry would be
helpful.

x  There is a need for a concerted effort at the state and local levels to develop
comprehensive policies and practices to ensure a) safe, ethical and responsible use of the
Internet by students and b) that students acquire the 21* century technology skills and
knowledge they need to be successful in today’s world, including media and information
literacy skills. Virginia is a state that has shown particular leadership in this regard (See:
http://www.doe.virginia.gov/\VDOE/Technology/OET/internet-safety-guidelines.shtml).

x  Given the decentralized nature of education policymaking, states should set the general
safety, ethical, and literacy framework, while providing technical assistance and
resources to school districts for implementation. Among the areas that should be
addressed:

U A review of curriculum standards that ensures that these topics are every educator’s
responsibility to teach and to model,;

U A plan for ensuring equitable access to technology tools and high-quality Internet-
related instruction;

PointSmart.ClickSafe. Task Force Recommendations for Best Practices for Child Online Safety 35


http://www.doe.virginia.gov/VDOE/Technology/OET/internet-safety-guidelines.shtml

U Acceptable use policies governing student and faculty Internet use behaviors in and
for school; and,
U Professional development strategies and resources for educators and administrators.

x  Content filtering and/or blocking is a requirement for the receipt of some federal
education funds. Nonetheless, panelists expressed concerns about an over-reliance on
filtering and blocking technologies to ensure children’s safety and emphasized the need
to locally manage and customize these technological solutions to meet educational needs.
Two specific issues were raised in that regard:

U Asuse of the Internet in and for school becomes more commonplace, “over-
blocking” of content and online applications can be a problem, especially if schools
are expected to ensure students’ digital literacy.

U Most Internet filters are not designed to screen for the accuracy and quality of
information online and instruction is critical for assisting students in finding,
evaluating, and making appropriate use of online resources for learning.

x  Any approach to ensuring children’s online safety must focus on defining, teaching and
instilling the expected Internet-related behaviors desired in children (and adults). Many
of these behavioral expectations for children are not new (e.g., everyone agrees that
bullying is inappropriate), but the Internet makes concerning behaviors more transparent
than ever before and allows victims to experience the effects of negative behaviors more
quickly and at younger ages.

x In addressing safety concerns, educators raise very real concerns about equity of access to
the Internet and to the acquisition of advanced technology-related skills (e.g., publishing
content on the Internet and engaging in online communities).

x A number of best practices or promising ideas were presented by the panelists. These
include:

U Engaging in a serious and systematic effort to provide professional development to
teachers and administrators on the whole range of Internet safety and literacy issues,
as well as ensuring sufficient Internet access for educators. Work remains in helping
educators effectively integrate technology into their daily practice.

U Using existing Web 2.0 tools (and beyond) to better engage students, which might
include establishing an educational (school/library/individual educator) presence on
existing popular websites.

U Establishing online sites for children that offer all of the functionality of popular and
powerful social Internet tools, but that can be controlled and monitored by educators
and school systems. Such educationally-focused “walled-garden” sites would allow
educators to employ Internet technologies for instructional purposes while also
teaching students about the appropriate use of the Internet and about the ins and outs
of these powerful tools.

U Creating opportunities for students to be actively involved in delivering Internet
safety and literacy solutions in schools, since they have untapped expertise and — in
some circumstances — may have a more nuanced understanding of online
opportunities and challenges.
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x  The panelists agreed that there are significant public awareness needs and that much
more could be done to highlight the whole range of Internet safety and literacy concerns.
Such public educational efforts need to be:

U focused on increasing public understanding of the positive educational uses of the
Internet and on the importance of students acquiring Internet-related skills and
behaviors;

U targeted to those parents and families who need the information in creative ways
online, in print, and on TV (i.e., face-to-face workshops and presentations are not
always effective as a primary strategy); and

U ongoing (as the technology continues to evolve).

The Internet Industry

Moderator and Panelists:
Torie Clarke
Sr. Advisor for Communications & Government Affairs — Comcast Corporation

Susan Fox
Vice President, Government Relations — Walt Disney Co.

Michael McKeehan
Exec. Dir., Internet & Technology Policy — Verizon Public Affairs, Policy &
Communications

Stephanie Reich
Manager, State Government Relations — Symantec Corp.

Adam Thierer
Senior Fellow and Director — Center for Digital Media Freedom — Progress & Freedom
Foundation

Alexandra Wilson
Vice President, Public Policy — Cox Enterprises

Panel Description:

There is a complex web of companies involved in providing the products and services that
consumers, including children and youth, employ to access and use the Internet. Many of these
companies have seen both an opportunity and responsibility to educate and empower their users
about the risks and benefits of children’s Internet use. This panel of industry leaders described
current and past best practice initiatives, current challenges and what they see coming in the near
future to help families use new products and services safely and effectively.

Summary Findings:

There was acknowledgement from all the panel participants that a number of best practices for
online safety are currently being employed by many individual companies and organizations in
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the Internet sector, either as a part of their overall corporate responsibility efforts or as a part of
brand protection and extension, and that many of these were put in place primarily in response to
strong consumer demand. The panelists identified that these best practices tend to include
multiple components, such as the provision of parental controls or other tools, information about
the use of the controls and information about media literacy, and partnerships with expert third
party and/or non-profit advocacy groups.

When looking ahead to the possibility of developing additional best practices, especially those
which could be applied uniformly across companies and providers in the Internet industry, the
panelists acknowledged a number of challenges. These include the proliferation of platforms;
the rapidly changing nature of those platforms; the need for each company or type of provider to
“play to its own strength” when it comes to implementing best practices; and, the fact that the
Internet itself “knows no borders;” and the fact that no one “silver bullet” solution exists. There
was also the acknowledgement of the tension between wanting to provide truly empowering
tools to parents while at the same time maintaining the core importance of not censoring content.

The panelists also noted a number of opportunities for developing and implementing new best
practices. Key ideas included:

x  Implementing consistent messaging across companies and segments of the industry.
Several panelists indicated that the keys to the messaging were that it had to be simple,
powerful and ubiquitous, in the vein of such time-honored campaign slogans as “Give a
hoot, don’t pollute,” “Only you can prevent forest fires,” and “Stop, drop, and roll.”

x  Developing more consistent applications for components of best practices already in
place — for example, retaining the core components of parental controls/tools for parents
and media literacy but offer them to parents in a more consistent way so as to minimize
confusion for consumers.

x  Similarly, develop “one stop shopping” for parents wishing to access information and
tools for online safety and media literacy, again in order to minimize confusion.

x  Developing new partnerships among companies and /or segments of the Internet industry
— for example, Internet Service Providers and search engine providers working more
closely together on the parental controls that each offers, perhaps to provide more
uniformity, interoperability or availability to consumers.

x More industry partnerships with non-profit safety advocates who are creating and
providing useful online safety information.

x  Creating a community environment for online safety so as to reinforce parental activity
and involvement.
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The following general observations were culled from the research reviewed by the task force. Specific

research projects are listed at the end of the appendix.

Research Topics:

The primary research topics emphasize how children use technology and the Internet, and what
dangers they encounter;

Most research is focused on negative issues such child safety and health risks; few studies
examine positive resources and outcomes;

Research on children ages 8-10 centers on bullying, whereas that on ages 10 and older focuses on
the predator issue;

Issues and consequences become more serious for older youth;

Most research is centered on middle-school-aged or older children. Little delves into the online
lives of younger children; and

How socio-economic factors affect children’s online experiences is not well documented.

Specific Technology:

Filters work reasonably well to protect younger children (i.e., 6-10 years);
Young children are less likely to have cell phones, laptops and other mobile devices with internet
capabilities; and

Most Web venues do not allow young children under 14 to have personal profile pages.

Flawed Outcomes:

The research is not exhaustive, nor comprehensive, or long-term;

Research does not always match public policy or media coverage—far greater proportion of
national attention and resources is given to the predator issue, for instance, than research numbers
support.

In designing solutions to perceived problems, research on child development and education is not
often consulted, leading to “solutions” that are not well designed or effective;

The internet safety conversation is often driven by an anecdote and/or by the media rather than by
research and reflection; and

Much of the information about research into internet safety is misunderstood, occasionally

misused, and not well reported.
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Research Related to Other Media:

A large body of medical research exists on children’s use of TV, movies, and video games;

Few studies examine children’s use of the internet, which may pose different issues and require
different methodology; and

A new research field is emerging in this area and asks if the same protocols applied to examining
the effects of TV or movie viewing can be applied to the online space (e.g., Second Life and

online gaming).

General Conclusions:

Behavior of Youth:

Children are doing more online, from more places, and with more devices;

Children over the age of eight recognize the difference between real problems (e.g. cyber-
bullying) and those that have been exaggerated (e.g. grooming and luring by predators);
Some studies show kids are changing behavior to use privacy settings (e.g., MySpace) even
though they may not fully understand the importance. This behavior modification is due to
publicity, parental involvement, and industry application of mandatory privacy settings.
The online experience is different for each age group;

Young children cannot distinguish between advertising and entertainment.

Research Parameters:

It is hard to adequately direct research because more problems than resources exist;

There is a discrepancy between what research indicates and what law enforcement experiences,
particularly on the issue of predators;

The predator issue receives a disproportionate share of publicity and research resources, but there
have been very few reported instances. It seems to be, at least in part, a media-created issue that
sensationalizes the issue, creates a false impression of the incidence of predators, leads to
guestionable conclusions, and misdirects attention and resources from other pressing areas;

More attention should be placed on other, far more prevalent, issues such as bullying, and
inadvertent contact with pornography and other potentially harmful content;

The real risks of self-harm/hate sites are yet to be understood,;

Not enough work is being done on children’s ability to filter information.
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Research Projects Reviewed:

Pew Internet & American Life

Horrigan, J. (2008, July 2). Home broadband adoption 2008. Washington, DC: Pew Internet & American
Life Project.

Telephone interviews with a sample of 2,251 US adults, 18 and older, between April 8 to May 11, 2008.

Lenhart, A., Arafeh, S., Smith, A., Macgill, A.R. (2008, April 24). Writing, technology and teens.
Washington, DC: Pew Internet & American Life Project.

Telephone interviews with a nationally representative sample of 700 12 to 17 year olds and their parents
in continental U.S. from September 19 to November 16, 2007.

Horrigan, J. (2008, March). Mobile access to data and information. Washington, DC: Pew Internet &
American Life Project.

A telephone survey of a nationally representative sample of 2,054 adults living in the continental United
States conducted from October 24 to December 2, 2007.

Lenhart , A., Madden, M., Macgill, A.R., Smith, A. (2007, December 19). Teens and social media: The
use of social media gains a greater foothold in teen life as they embrace the conversational nature of
interactive online media. Washington, DC: Pew Internet & American Life Project.

Telephone interviews with a nationally representative sample of 935 teens age 12 to 17 years old and their
parents living in continental United States conducted from October 23 to November 19, 2006.

Madden, M., Fox, S., Smith, A., Vitak, J. (2007, December 16). Digital footprints: Online identity
management and search in the age of transparency. Washington, DC: Pew Internet & American Life
Project.

Telephone interviews between November 30 to December 30, 2006, among a sample of 2,373 adults, 18
and older.

Smith, A. (2007, October 14). Teens and online stranger contact. Washington, DC: Pew Internet &
American Life Project.
Telephone survey of 935 teens age 12-17 taken from October 23 to November 19, 2006.

Macgill, A.R. (2007, October 14). Parent and teenager Internet use. Washington, DC: Pew Internet &
American Life Project.
Telephone survey of 935 teens age 12-17 taken from October 23 to November 19, 2006.

Lenhart , A. (2007, June 27). Cyberbullying and online teens. Washington, DC: Pew Internet & American
Life Project.

Telephone interviews with a nationally representative sample of 935 teens age 12 to 17 years old and their
parents living in continental United States conducted from October 23 to November 19, 2006 and a total
of 7 focus groups were conducted with youth in June 2006.

Lenhart , A., Madden, M. (2007, April 18). Teens, privacy & online social networks: How teens manage
their online identities and personal information in the age of MySpace. Washington, DC: Pew Internet &
American Life Project.

A telephone sample, designed to represent all teens ages 12 to 17 living in continental U.S. telephone
households was conducted from October 23 to November 19, 2006. The sample is also representative of
parents living with their teenage children.
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Lenhart , A. (2007, January 3). Social networking websites and teens: An overview. Washington, DC:
Pew Internet & American Life Project.
Telephone survey of 935 teens age 12-17 taken from October 23 to November 19, 2006.

UNH Crimes Against Children Research Center

The Center makes available a number of papers (http://www.unh.edu/ccrc/internet-crimes/papers.html) by
their researchers. Most of the papers analyze the data collected in the First and Second Youth Internet
Safety Surveys, and the National Juvenile Online Victimization Study. Of special interest are:

Wolak, J., Mitchell, K., and Finkelhor, D. (2006). Online victimization of youth: Five years later.
National Center for Missing & Exploited Children Bulletin - #07-06-025. Alexandria, VA. (CV138)
http://www.unh.edu/ccrc/pdf/CV138.pdf

A telephone survey of a national sample of 1,500 youth Internet users, ages 10 to 17, and their parents or
guardians conducted between March 4, 2005, and June 12, 2005.

Ybarra, M. L., Mitchell, K. J., Wolak, J., and Finkelhor, D. (2006). Examining characteristics and
associated distress related to Internet harassment: Findings from the Second Youth Internet Safety
Survey. Pediatrics, 118(4), 1169-1177. (CV141)

http://www.unh.edu/ccrc/pdf/CV141.pdf

Wolak, J., Mitchell, K. J., and Finkelhor, D. (2007). Unwanted and wanted exposure to online
pornography in a national sample of youth Internet users. Pediatrics, 119(2), 247-257. (CV153)
http://www.unh.edu/ccrc/pdf/CV153.pdf

Mitchell, K., Wolak, J., and Finkelhor, D. (2007). Trends in youth reports of unwanted sexual
solicitations, harassment and unwanted exposure to pornography on the Internet. Journal of Adolescent
Health,40: 116-126. (CV135)

http://www.unh.edu/ccrc/pdf/CV135.pdf

Kaiser Family Foundation

Rideout, V. (2007, June). Parents, children and media. Menlo Park, CA: Kaiser Family Foundation.
http://www.kff.org/entmedia/upload/7638.pdf

Telephone survey of 1,008 parents of children 2-19 and six focus groups conducted in October 2007.

Foehr, U., (2006, December). Media multitasking among american youth:

prevalence, predictors and pairings. Menlo Park, CA: Kaiser Family Foundation.
http://www.kff.org/entmedia/upload/7592.pdf

Data collected in 2003/2004. Original study consisted of 1) a nationally representative sample of 2,032
3rd-12th graders (8- to 18-year-olds) who responded to written questionnaires about their media
behavior, and 2) a sub-sample of 694 who also completed a seven-day diary of their media use.

Rideout, V., Hamel, E. (2006, May). The Media Family: Electronic media in the lives of infants,
toddlers, preschoolers, and their parents. Menlo Park, CA: Kaiser Family Foundation.
http://www.kff.org/entmedia/upload/7500.pdf

A national survey of 1,051 parents with children age six months to six years old and a series of focus
groups.

Roberts, D. Foehr, U., Rideout, V. (2005, March). Generation M: Media in the lives of 8-18 year-olds.
Menlo Park, CA: Kaiser Family Foundation.
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http://www.kff.org/entmedia/entmedia030905pkg.cfm
Nationally representative telephone survey of 2,032 3rd to 12th-grade students (age 8-18) plus 694 seven-
day media-use diaries fielded from October 2003 to March 2004.

Harris Interactive

Cable in the Classroom and Common Sense Media. (2007, September) Parenting moves online: Parents’
Internet actions and attitudes, 2007. http://www.ciconline.org/poll2007#ppt

Telephone survey of 374 U.S. adults ages 18 and over who are parents or legal guardians of a child ages
8-18 fielded in July, 2006.

Cable in the Classroom. (2006, August) Parenting the MySpace generation: Parents’ Internet actions and
attitudes, 2007. http://www.ciconline.org/poll2006
Telephone survey of 411 parents or guardians of online children ages 6 t018 fielded in August, 2007.

Harris Interactive’s Trends & Tudesewsletter summarizes research studies done by Harris and its
partners.
http://www.harrisinteractive.com/news/newsletters_k12.asp

Oppenheim, K. (2008, April). Social networking sites: growing use among tweens. Trends &
Tudes, 7:4.

A comparison of online survey data collected from youth 8-21 in 2006 (n=2,213) and 2007
(n=2,348)

Moessner, C. (2007, April). Cyberbullying. Trends & Tudes, 6:4.
Online survey of 824 youth ages 13-17 during February, 2006.

Martin, S., Oppenheim, K., (2007, March). Video gaming: general and pathological use. Trends
& Tudes, 6:3.
Online survey of 1,178 youth ages 8-18 during January, 2007.

Markow, D. (2006, October) Friendships in the age of social networking Websites. Trends &
Tudes. 5:9.
Online survey of 1,487 youth ages 8-18 during August, 2006.

The Future of Children
Subrahmanyam, K. & Greenfield, P. (2008, Spring). Online communication and adolescent relationships.
Children and Electronic Media. 18:1 pp. 119-146.

Calvert, S. (2008, Spring). Children as consumers. Children and Electronic Media. 18:1 pp. 205-234.
http://www.futureofchildren.org/pubs-info2825/pubs-info_show.htm?doc_id=674322 [both articles]

Cox Communications
Cox Communications/fNCMEC. (2008, July). Tweens and Internet safety.
Interviews of 1,015 tweens with Internet access, ages 8-12, during 2008. Presentation July 24, 2008.

Cox Communications/NCMEC. (2007, March). Teen Internet safety survey, wave II.
http://www.cox.com/takecharge/research.asp
Interviews of 1,070 teens with Internet access, ages 13-17, during February and March or 2007.
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(Data from first wave survey (2006) is referenced in wave |1 results.)

National School Boards Association

NSBA (2007, July). Creating and connecting: research and guidelines on online social—and
educational—networking. Alexandria, VA: National School Boards Association.
http://www.nsba.org/SecondaryMenu/TLN/CreatingandConnecting.aspx

2007 online survey of 1,277 children, ages 9-17; online survey of 1039 parents; telephone survey of 250
school district leaders.

USC Annenberg School

Center for the Digital Future (http://www.digitalcenter.org/)

2008 Digital Future Report (highlights at http://www.digitalcenter.org/pdf/2008-Digital-Future-Report-
Final-Release.pdf)

National Crime Prevention Council

Hinduja, S. & Patchin, J. (2008). Cyberbullying: An exploratory analysis of factors related to offending
and victimization. Deviant Behavior, 29, 129-156. Summarized in a research brief at

Drs. Hinduja and Patchin run www.cyberbullying.us and have published numerous studies on the topic.

Thinkronize

————— (2007, November). Schools and generation "net: Online survey of principals and library media
specialists about the Internet in education. Thinkronize.

http://ntdi.nettrekker.com/?page=study 2007

Online survey of 954 K-12 educators in fall of 2007 conducted by Interactive Educational Systems
Design, Inc.,

Fight Crime: Invest in Kids

----- (2006). Cyberbully teen & Cyberbully pre-teen. Oakland, CA: Fight Crime: Invest in Kids
http://www.fightcrime.org/cyberbullying/cyberbullyingteen.pdf
http://www.fightcrime.org/cyberbullying/cyberbullyingpreteen.pdf

telephone survey of 503 pre-teens and 512 teens July 2006 by Opinion Research Corp.

Berkman Center at Harvard http://cyber.law.harvard.edu

boyd, d. (2007, December) Why Youth Heart Social Network Sites: The Role of Networked Publics in
Teenage Social Life.

http://cyber.law.harvard.edu/publications/2007/Why Youth Heart Social Network_Sites

Stop Badware

information about and tracking of malware and other harmful software

Digital Natives—understanding the key legal, social, and political implications of a generation "born
digital” (http://cyber.law.harvard.edu/research/digitalnatives).

Rochester Institute of Technology
McQuade, S. & Sampat, N. (2008). Survey of Internet and at-risk behaviors.
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Online survey of students, teachers and parents in Monroe County, NY, from May 2007 through June
2008.

From the UK
NCH (2005). Putting u in the picture: mobile bullying survey 2005.

Data from 770 youngsters in the UK aged 11 to 19 from spring 2005. Also includes data from other
surveys.
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APPENDIX C - CURRENT EXAMPLES OF APPROACHES TO
BEST PRACTICES
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Even acknowledging the many challenges of implementing best practices aimed at keeping children safe

online, as noted previously, most if not all companies in the “Internet industry” already have substantive

practices in place including providing parents with technology-based tools, resources and information.

As examples, several companies represented on or consulted by the task force provided comments on

their products, policies, and recommendations for best practices. The following are their contributions:

AOLLLC

Corporate Focus

A global Web services company that operates some of the most popular Web destinations;
Offers a comprehensive suite of free software and services;
Runs one of the largest Internet access businesses in the U.S.;

Provides a full set of advertising solutions.

Policies and Procedures

AOL has been a leader in helping keep kids safer online by offering:

PointSmart.ClickSafe. Task Force Recommendations for Best Practices for Child Online Safety

Appropriate, evolving policies
o Terms of Service & Privacy Policy
o Community Guidelines (Based on Context & Intended Audience)
o Product Guidelines (Based on Product Features and Functionality)
Age-appropriate programming
o Specific content areas for Kids (KOL) and Teens (beRED)
o Content based on industry ratings (e.g., ESRB, MPAA)
o Walled garden option for kids and teens
User empowerment tools
o Parental Controls — More than a decade ago, we introduced parental controls to help
prevent children from accessing undesirable or inappropriate content. We continue to
update and enhance our parental control software to stay current with changes in
technology and online features. Parental controls are available free on the Web at

parentalcontrols.aol.com. Key features include:

Pre-set age controls for web browsing: make the set up process easy by offering pre-

set age ranges such as Kids (12 and under), Young Teen (13-15) Mature Teen (16-
17) to automatically align Web filtering and monitoring settings to provide an age-

appropriate online experience.
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Parental flexibility: when a child tries to access a Web site that is blocked by Web

browsing, Parental Controls offers a "Get Permission Now" button which lets the
parent approve immediately. If the parent is not close by, the child can send an email
to his or her parent for approval. The email Web request shows the name of the Web
site and provides the ability to immediately approve or deny access directly from the
email.

IM and Email controls: parents can know a child's online friends by setting approved

IM and email contacts.

Time limits: parents can manage a child's Internet time allowing access to the
Internet during specified times.

Activity Reports: parents can choose to view a child's Internet activity online or have

a daily or weekly activity reports sent automatically to their email.
e Privacy preferences — AOL offers privacy settings within products such as email and IM enabling
consumers to control their own online experience by determining who can interact with them:
o Safety messaging and education — AOL recognizes that education is one of the most effective
ways to help protect kids online. In our continuing effort to teach online safety we:

o Offer SafetyClicks.com, a safety blog that features articles, videos, and topical blog posts

designed to support and inform parents as they teach their kids to navigate in the Internet.
o Offer safety tips to kids and parents at the product level such as Kids Message Boards.
o Provide child online safety education in the form of formal presentations or hands on
demonstrations at schools, PTA or other organized meetings.
o  Work with myriad child advocacy organizations to help educate kids, parents and

caregivers about safe Internet use.

Current Response to Problems
e Enforcement and moderation
o AOL branded services offer a “Report Abuse” button for consumers to report
unacceptable behavior. It automatically captures text of IM and chat conversations so that
they are authenticated and cannot be manipulated prior to sending the report.
o Abuses are referred to teams of trained professionals who process consumer complaints
on a 24 hours a day, seven days a week basis.
e Law enforcement support
o We provide free training to Federal, State and local law enforcement at a host of venues

every year.

PointSmart.ClickSafe. Task Force Recommendations for Best Practices for Child Online Safety 49


http://www.safetyclicks.com/

o We assist law enforcement via our 24-hour dedicated law enforcement hotline.

Recommendation for Developing Best Practices

A multi-pronged approach to best practices that includes setting consumer expectations through a
terms of use and privacy policy;

Supporting users with empowerment tools and education;

Implementing proactive and reactive violation prevention strategies including working with law
enforcement as required;

Collaboration with industry, NGO’s and others who play a role in online child safety.

COMCAST

Corporate Focus

Create a safe and secure environment for kids and families;
Raise consumer awareness about online safety; and
Concentrate on family and parental controls, privacy protection and identity theft and safeguards

for digital assets.

Policies and Procedures

PointSmart.ClickSafe. Task Force Recommendations for Best Practices for Child Online Safety

Use a comprehensive, multi-layered approach that includes tools, education and resources;

Developed a dedicated Security Web site (www.comcast.net/security) to provide tools, tips, best

practices, security alerts, FAQs on online safety;

Provide the highly acclaimed McAfee Security Suite to Comcast High-Speed Internet customers
at no charge, giving parents controls to block selected web sites, filter inappropriate content,
monitor chat sessions and manage children’s Internet activity; and

Partner with leading organizations (e.g. iKeepSafe, FOSI, McGruff, NetSmartz) to give parents
and kids content-rich tips and guidelines on online safety, cyber-bullying, networking and

keeping personal information private.
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Current Response to Problems

Provide multiple, easily accessible tools and resources to report safety issues (e.g. child
pornography, child endangerment, cyber-bullying, Phishing) to Comcast, the National Center for
Missing and Exploited Children, and law enforcement agencies; and

Work with law enforcement.

Recommendation for Developing Best Practices

Increase education and awareness among consumers about online safety issues and tools
available;

Promotion and adoption of media/digital literacy among youth; and

“Best practices” seal that gives parents and families confidence that their Internet provider has

made available appropriate tools to make their online experience safe and secure.

GOOGLE, INC.

Corporate Focus

Google is committed to providing all of our users with a safe experience through three primary elements:

Powerful tools to empower families to control their activity online;
Cooperation with law enforcement and industry partners to stop illegal content and activity
online;

Educational efforts to increase awareness about online safety. Visit our family safety center for

more information.

Policies and Procedures
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Google has developed its own SafeSearch filter, which uses advanced technology to block

pornographic and explicit content from search results. Users can customize their SafeSearch

settings.

Clear policies

o Each of our services has clear policies such as terms of use or community guidelines, as

in the case of YouTube. Our guidelines are purposefully written in easy-to-understood
language and designed to provide users with clear advice on what content is acceptable
and what is not (e.g., hate speech, pornography, images of drug abuse, and graphic

violence).
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o Zero tolerance for predatory behavior, harassment, revealing other users’ personal
information, or any activity that endangers the safety or privacy of a child.
e Community policing
o Many of our products, including YouTube, employ an innovative and reliable community
policing system that involves our users in helping us enforce our Terms of Service and
Community Guidelines.
e Innovative safety features
o  We are continually developing innovative tools to keep our community safe. For example,
we use digital hashing technologies to prevent the re-upload of files that have been
removed on YouTube. We also offer our users tools to protect their privacy on the site,
such as the ability to hide personal information, make videos private, filter comments, or

share videos selectively with family and friends.

Current Response to Problems
e Empowering users
o Information — Through our product Help Centers, we provide our users with tips and
articles for staying safe and protecting their privacy.
o Reporting mechanisms — We also invite our users to tell us about illegal content or abuse

they encounter on the web or in our products through our Help Centers. YouTube's Help

& Safety Tool lets users report concerns to the YouTube team, block comments from
specific other users and disable the video comments feature on videos. Users who
repeatedly violate our policies will have their accounts terminated.
e Robust enforcement
o When we discover child pornography or are made aware of it, we respond quickly to
remove and report it to the National Center for Missing and Exploited Children

(NCMEC) in the U.S. or the appropriate law enforcement authorities. We also use
databases from designated organizations listing websites suspected of containing child
sexual abuse images in order to remove any illegal URLs from our search results

e Cooperation with law enforcement to combat child exploitation

o Google cooperates with local and federal child safety investigations, and has a legal team

devoted to this effort 24 hours a day, 7 days a week. We also provide training and
technical assistance to law enforcement officials investigating online crimes against
children through forums such as the Internet Crimes Against Children (ICAC) National
Conference and the Virtual Global Taskforce (VGT).
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Recommendation for Developing Best Practices
e Companies should invest in innovative technologies and solutions to keep families safe.
e Awareness through education is the key to empowering parents, teachers and families about the
dangers and solutions online.
e Companies can't do this work alone. Partnering with leading child safety organizations to

empower parents, lawmakers and teachers with information and resources is a cornerstone.

MICROSOFT
Corporate Focus
e Provide a suite of products and online services (i.e., X-Box 360, X-Box Live, Windows Vista).

e Empower parents to make their own decisions about what is appropriate for their children.

Policies and Procedures
e Family settings (i.e., parental controls) are built into each product including:
o Content controls with filtering,
o People controls (i.e., parents create white list of persons their children can interact with
online), and
o Timer controls (i.e., amount of time allowed for product use).
¢ Provide powerful but easy to use controls and resources to educate parents:
o Default settings based on a profile that can be changed,
o Online games that are actively monitored by site and gaming personnel,
o A “Report Card” feature that shows parents what Web sites their children are accessing,
o A T h e ” Whareby parents create a paper agreement with their children that states terms
of product use (e.g., the kind of game and amount of time) and post in the home.

Current Response to Problems

e Mechanisms to report abuse are in place.

Recommendations to All Stakeholders for Developing Best Practices
e Tools are important, but not enough — education is always needed,
e Work with law enforcement,

e Work collaboratively with industry, and
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Initiatives must be ongoing for children’s online safety.

NEWS CORP./MYSPACE

Corporate Focus

Offer educational outreach.
Empower users to be safe online.
Provide a welcoming environment for customers that accommodates the News Corp. advertising

business model.

Policies and Procedures

Tools are structured for the problems they need to solve.
Eye review of every picture and video uploaded (10 million videos/photos per week).
o Terms of use define what is allowed on the site (i.e., none of the following: nudity, drugs
or drug paraphernalia, hate speech, violence, pornography).
Databases based on key words are built in to block users from going to pornographic sites and
redirect them to the homepage.
Maintains a database of 600,000 registered sex offenders.

Content Assurance Team (CAT) in place to attempt or look for bad things.

Current Response to Problems

If users post content that is not allowed, they receive a warning or the content is deleted.
When discovered, convicted sex offenders are removed from MySpace.
Report abuse button on the bottom of every profile that provides seven options, and teams for
complaints to be handled within 72 hours:

o Customer support — technical help;

o Customer care — problem with another user;

o Criminal act — reported to police 24/7 — hotline for them to contact MySpace

immediately;

o Amber Alert posted on MySpace in the same region of the country where issued.
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Recommendations to All Stakeholders for Developing Best Practices
e The biggest challenge for all is to find the at-risk children and help them.
¢ Respond to what research indicates are real problems rather than issues that may be exaggerated
or timely due to media or government focus.
e Industry should not try to control the environment but give tools to parents so parents can choose
what to control.

e Venture capital dollars should be sought and utilized to address safety and security issues.

VERIZON COMMUNICATIONS, INC.

Corporate Focus
e A global leader delivering innovation in communications, information, entertainment and
technology
e The architects and innovators behind the world’s most advanced broadband networks

e QOur customers’ trusted guide in the new world of communications and information technology

Policies and Procedures
e Our overall view:
o Broadband technology brings fun, connectivity and entertainment for families
o The challenge is having peace of mind while your family explores the limitless
possibilities of the digital world
o Our technology delivers these limitless opportunities and our tools are designed to help
families create the digital experience they want to feel safe and secure — whether they are
online, watching television, or connecting on a mobile phone.
e Verizon provides a robust set of parental controls on all of our platforms:
o FIOSTV
o Verizon Online internet service
o Verizon Wireless
o One stop for information — http://www.verizonnationalmedia.com/familycenter/

e \We cooperate with law enforcement efforts in several ways:
o Deleting child pornography images from our servers
o Forwarding reports to and receiving reports from law enforcement and NCMEC

o Retaining data for law enforcement purposes for 18 months across all platforms
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e Verizon reaches out to parents, teachers, and kids through our Partnership for a Child Safe
Internet initiative:
o Events in twelve states to date with more to come in 2009
o Provide actionable information about staying safe online
o Curriculum materials available through our Thinkfinity site at http://www.thinkfinity.org/

Current Response to Problems
e Ifacustomer has a complaint about child pornography, or other illegal activity involving children

on any of our systems, they can report it to us by sending an email to abuse@verizon.net.

o Alternatively, they can also make a report directly to the National Center for Missing and

Exploited Children through its CyberTipline located at www.cybertipline.org.

Recommendation for Developing Best Practices
e A three prong approach to family online safety is necessary — education, tools, and law
enforcement
e The threats are ever-changing, so policies and procedures must be flexible enough to adapt, i.e.,
legislated mandates cannot keep pace with new, emerging threats
e Industry groups such as the Family Online Safety Institute and the new NTIA Online Safety and
Technology Working Group are an excellent way for companies to stay up-to-date on trends and

threats

THE WALT DISNEY COMPANY

Corporate Focus
To create:
e A robust online environment for children;
e Asite where children and parents are comfortable; and

e A large quantity and variety of content to engage families.

Policies and Procedures
e All chat is moderated;
e There are different layers of chat (e.g., drop down/white board/black list);

e Children design and create Web pages based on content Disney provides; no outside content; and
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e Parents are engaged.

Current Response to Problems
e A warning email is sent to parents when a problem is first noted by the moderator;
e When the parent replies to the email, it is used as a “teaching moment” regarding the issue;
e A second infraction results in a three-day hold on the account;
e Stronger action is taken upon a third infraction;
e Userscanii Re pao rR1 a nstamtly confidentially, and anonymously; and

e AnA Al er t cd&les® pukklogeor contact law enforcement.

Recommendation for Developing Best Practices

e Moderated chat is a continuing challenge but is a positive action companies can take for their

users.

YAHOO! INC.
Corporate Focus

e Asaleading global Internet brand and one of the most trafficked Internet destinations worldwide,
Yahoo! is focused on powering its communities of users, advertisers, publishers and developers
by creating indispensable experiences built on trust.

e Provides comprehensive educational outreach to children, parents and communities about how to
stay safer online and has created tools for users to safeguard themselves

e In 1996, was the first Internet company to launch a child and teacher-friendly Web resource -
Yahoo! Kids

e Promotes online safety experts in local and national events and through the website Yahoo!

Safely.

Policies and Procedures
e User Empowerment Tools
o A dedicated educational site, Yahoo! Safely, provides resources and safety tips for
children, parents and educators including comprehensive guides to using Yahoo!
products safely, blogs by national safety experts, and teen focused safety videos.
o Provides parents (or legal guardians) the option of opening a Yahoo! family account for

children under the age of 13 by charging a one-time, 50-cent fee to their credit card to
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help ensure parental consent for account creation. Yahoo! donates a portion of the fee to
help NCMEC’s efforts to protect children.

Offers users the ability to set Yahoo! search preferences. Users can turn Yahoo!’s
“SafeSearch” ON to avoid the display of adult content, and parents can lock SafeSearch
ON for under-18 year old users in their households. Yahoo! Kids features search results
that have been human-reviewed for appropriateness and safety for children.

Offers robust tools to assist users in reporting inappropriate or harmful behavior.

Has a comprehensive Privacy Center that provides tools that enable users to customize
their experiences on Yahoo! and those of their children.

e Partnerships with Law Enforcement

o

Partners with local and national law enforcement to provide online safety training to
middle school and high schools students. Efforts include support of a nationally
distributed curriculum from i-safe.org, ikeepsafe.org and the DARE program.
Maintains a 24 x 7 compliance team whose members immediately respond to law
enforcement if contacted about a situation that indicates that child may be in danger.
Created a Law Enforcement Compliance Manual to ensure that law enforcement
personnel are familiar with Yahoo!’s policies, procedures, and systems, and understand
how to obtain the appropriate investigatory information in child exploitation cases.
Yahoo! provides law enforcement training for members of the Internet Crimes Against
Children task force, state Attorneys General, the National Association of Attorneys

General, and others.

e Education and Awareness

@)

Hosts an annual summit for K-12 education leaders and leading Internet safety experts to
facilitate dialogue, collaboration and best practices around emerging online safety issues,
with a focus on digital citizenship and cyber-bullying prevention.

Participates in several industry groups such as the Financial Coalition Against Child
Pornography, the industry Coalition for Child Protection Technology, as well as industry
working groups organized by our non-profit partners ikeepsafe.org, FOSI.org, and the Ad
Council. Yahoo! is participating in NTIA Online Safety and Technology Group.
Donates millions of dollars worth of public service announcements on child safety issues

through banner ads and sponsored links.
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Current Response to Problems

Empowering users through implementation of clear and accessible safety and privacy policies and
innovative safety features and tools

Implementation of technology and policies to help detect inappropriate and illegal material.
Regular monitoring and enforcement of Yahoo!’s own safety policies,

Partnering with NCMEC and the UK-based Internet Watch Foundation in an effort to reduce the
proliferation of child pornography by removing known apparent child pornography URLS from

Yahoo! search index results.

Recommendation for Developing Best Practices

Industry must work collaboratively with peers, child safety experts and law enforcement to
address safety concerns; particularly emerging trends.

Safety education needs to be integrated within product offerings and focus on allowing parents to
make the “safety” decisions most appropriate for their family.

Tools should be readily available for users to report abuse when it occurs.

With this input the task force recognizes the vital work of industry to manage risk in the ever-changing

online environment where gaps and limits will always exist. The child’s life has had a paradigm shift and

stakeholders must likewise shift their philosophical and practical approach to children’s well being. The

task force collectively agrees that a new framework of best practices is needed.
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APPENDIX D - A WEB OF RESPONSIBILITIES
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